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Data Security and
Confidentiality

el Cacany Health Information Prgject —

" Power and Equipment Failure

= Uninterruptible power supply
= Surge suppressors

m Two hard disk drives

= Database backup and restore

m Transaction journaling

- Errors and Vandalism by Users

m Transaction audit log

= Data validation

m User login authentication
m User roles and capabilities

m Restricted physical access to the server

Data Security

Protecting data from —
= Power and equipment failures
= Software failures
= Errors and vandalism by users
= Viruses

® Unauthorized users

3

Software failures

= Error log
= Database integrity check
= Database backup and restore

= Roll forward recovery from transaction log
(coming feature)

[ Viruses

= Stand alone network
= Linux operating system
® No Windows shared drives on the setver

= Only HIS application software on the setver




Unauthorized Users t Data Confidentiality

m User login with password Releasing data to authorized users only
m Tailored menus m User login authentication

= Audit log m User roles and capabilities

m Wireless encryption protocol m Tailored menus

m Physical identification of computer clients = Audit log

m Restricted physical access to server and = Data access permissions applied by facility
computer clients and user login

Admission Discharge Transfer Entry
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